Upload Cisco ASAv Firewall in EVE-NG:

Open WiInSCP, once you connected to WinSCP type the IP address of EVE-NG in host name
choose the File Protocol: SFTP, Port number: 22, User names: root and Password: eve.

= — e 201 F== D = =
By Login — >
= Mew ~
L New Site Session
B root@192.168.17.128 File protocol;
SFTP e
Host name: Port number:
|192. 168.17.128 | | 27l |
User name: Password:
|rnnt | |---| |
Save - Advanced... IV
Tools - Manage - Login hd Close Help

The column on the left represent file on local machine and the column on the right represent
files and folder on remote machine.

B EVE - root@192.168.17.128 - WinSCP - ]
Local Mark Files Commands Session Options Remote Help
IE % E Synchronize | Bl g? @ {:ﬁ @ Queue ~ Transfer Settings Default = L@ @
= root@192.168.17.128 X G New Session
= D: DATA ~E-E - EEOf %S root =Rk B @& D FindFiles |t
£ New ~ 5 New =
JAEVEY I Local Machine froot/ I Remote Machine
Name 7 Size Type Mame Size Changed Rights Owner
Parent directo| | £ .. 10/18/2019 11:31:06 AM T =X =X root
viosl2-adventerprisek®-m.03.2017 File folder
paloalto-8.0.0 File folder
FortiGate-VME4-KVM v6.0.3 File folder
Fortigate File folder
EVE-Working-Ready File folder
asav-971-001 File folder
asa-915-k8 File folder
_'] L2-ADVIPSERVICESKI-MS HIGH_IROM_20160628.bin 102579 KB BIN File
_'] L2-adventerprise-13.1b.bin 65,045KB  BIN File
_1 i86bi-linux-12-adventerprisek-13.2d.bin 102,575 KB BIN File
EEVE-NG-Win-CIient-Pack.exe 95,888 KB Application
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Go to the path opt->unetlab->addons->gemu on the remote machine.

&1 gemu - root@192.168.17.128 - WinSCP

Local Mark Files Commands Session Options Remote Help

[F] 3 E3 Synchronize Bl & [F - S Queue -

& root@192.168.17.128 X [ Mew Session

Transfer Settings Default

- -

=D - E-F- - BEEQ & 5 gemu -E-F - B8 @& D FindFiles T
» » B New -

DA\EVE\ /opt/unetlab/addons/qemu/ |  Path to enter

Marne Marne - . Changed Rights Qwner

. + 6/9/2018 10:51:25 AM PWKF-XF-X root
vios|2-adventerprisek8-m.03.2017 asa-913-16-k8-CL-L 10/18/2019 9:01:20 AM PWKF-XT-X root
paloalto-8.0.0 asav-971-001 10/18/2019 9:01:10 AM PWKF-XT-X root
FortiGate-VMB4-KWVM v6.0.3 asav-992-100 10/18/2019 9:00:5% AM PWKF-XF-X root
Fortigate asav-9101-100 10/18/2019 9:00:46 AM PWKF-XT-X root
EVE-Working-Ready coeus-10-1-3-039-5000V 10/18/2019 9:34:29 AM PWKF-XT-X root
asav-971-001 csr1000v-universalkd.03.17.04.5.156-1.54 10/18/2019 9:00:11 AM PWKF-XF-X root
asa-915-k8 cucm-11.5.1 10/18/2019 12:28:48 PM MWK T=XT=X root

|J L2-ADVIPSERVICESKS-MS.HIGH_IROMN_20160628.bin nxosvik-Cisco 10/18/2019 8:57:56 AM PWHT=X =X root

|J L2-adventerprise-15.1b.bin vwlc-8.7.102 10/18/20199:31:33 AM MWK T=XT=X root

|J i86bi-linux-12-adventerprisek-15.2d.bin win-7-x86-IPCC 10/18/2019 9:30:41 AM MWK T=XT=X root

ﬁ!EVE-NG-Win-CIient-Pack.exe winserver-52008-R2-x64d 10/18/20199:27:31 AM MWK T=XT=X root

|J c7200-advsecuritykd-mz. 150-1.M.bin xrv-k9-6.0.1 10/18/2019 8:58:12 AM MWK T=XT=X root

Create a directory under /opt/unetlab/addons/gemu/ using the name: asa-9.15 copy the file
downloaded file hda.gcow2 to asa-9.15 folder

| /opt/unetlab/addons/gqemu/ |

Mame Create folder 3
B - Mew folder name:

asa-913-1 230,15

asav-971- .

Attribute
asav-992- s
9101 Set permissions

asav-

coeus-104 | Owner AR [Aw X [v]SetuD

csrl000vn | Groue Mr [lw x  []setcD

csr1000v-(| Others R w [Ax Sticky bit

fortinet-fi ] _

fortinetfi |:| Use same settings next time

ortinet-fi
fortinet-fi
linux-ubu | oK Cancel Help

hange
3202
/18721
/18721
/18,21
/18721
18/ 2
22720
/18,21
18/ 2
6,/2021
5/2021
3/202

22720,
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Navigate to the folder from local to remote machine and upload. Once the process completed
the file will be available immediately.

DAV Joptfunetlab/addons/qgemu,/asa-9.15/

v

Marme Mame

+ . .
__]hda.qcowll | >

62% Uploading

=| File: D:\...\hda.goow2
Target:  foptfunetiab/addons/gemu/asa-9. 15/

Time left: Calculating  Time elapsed:
Bytes transferred: g86.1ME Speed:

I
X5 - B D - Ounlimited  ~

Save the configuration by fixing the permissions using the following command on EVE-NG.
/opt/unetlab/wrappers/unl_wrapper -a fixpermissions

{rir Home: [ EVE [C] GNs3 vM [C]Pas [C] wsa-s [C] PA-Fwa

rootBeve-ng :"#
rootPeve-ng : i

rooteeve—ny :“# | sopt- unetlab urappers-unl_uwrapper -a fixpermissions)

Open the EVE-NG in the browser then ‘Add an Object’ and select the Node.

ADD A NEW NODE

Template

Cisco ASA -

Number of nodes to add Image

1 asa-9.15 -

Mame/prefix

ASA
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Add an object’ and select the Network make Type Management(Cloud0) and press Save button.

A C Y @ Notsecure |[192.168.17.128/legacy/ |

Add a new object

ADD A NEW NETWORK

B \ode

tim+

_ - Number of 1 [
= &l Picture networks to add
O Custom Shape

Name/Prefix Net
2as A Text
4y 5 Auto Align Type IManagement(Cloud0) -
a Left 886
o
Top 244
0 Right Click Add a new object

Network Choose Type: Cancel
® Management(Cloud0) and press Save
>
Connect Network Object to Fortinet ethO.
Met

Basic Configuration

ciscoasa# config t

ciscoasa(config)# interface EthernetO
ciscoasa(config-if)# nameif inside
ciscoasa(config-if)# security-level 100
ciscoasa(config-if)# ip address dhcp
ciscoasa(config-if)# no shutdown
ciscoasa(config)ttdelete disk0:/asdm-733.bin
ciscoasa(config)# ssl encryption 3des-shal aes128-shal aes256-shal dhe-aes128-shal dhe-
aes256-shal des-shal

ciscoasa(config)# copy tftp: diskO:

Address or name of remote host [192.168.114.1]?
Source filename [asdm-781.bin]?

Destination filename [asdm-781.bin]?
ciscoasa(config)# asdm image disk0:/asdm-781.bin
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